JONKOPING UNIVERSITY

Contract of liability regarding the use of Jonképing University's
computer, network, and system resources

Information

You are personally responsible for your account and its use. Your personal data will be processed in
Jonkoping University’s IT systems and services. For more information, see: Privacy Policy and
personal data processing for the common login service (https://ju.se/en/responsibility).

Logs for IT systems and services within Jonkdping University are continuously created and monitored
and may be saved for up to two years. Monitoring has the following purposes:
e To identify, avert, detect and prevent security incidents that could damage common IT
systems and services and/or the reputation of Jonkdping University.
e For troubleshooting purposes, to identify and prevent operational disturbances in Jonkdping
University’s common IT systems and services.
e To prevent and investigate security incidents where Jonkoping University suspects that an
employee, student or external party has acted in breach of the Acceptable Use Undertaking or
applicable legislation in force.

System administrators have the right to check an individual’s stored data, applications, data
communications and other components related to IT operations, and where they have reason to
suspect that account holders have acted in breach of the Acceptable Use Undertaking or application
legislation in force.

Your account will be deleted when the period of validity has expired. Instructions on how to terminate
your account in advance (Right to delete), can be found at the IT Helpdesk FAQ.
https://ju.se/helpdesk

You agree to the terms and conditions of this contract of liability as of when you begin using the
account.

Regulations

The account is to be used for University-related purposes. The account is personal and account details
such as the password should be kept secret. Use of the account must be in compliance with Swedish
legislation and generally accepted ethical rules.

By using Jonkoping University's computer, network, and system resources, you agree to comply with
SUNET's (Swedish University Computer Network) ethical rules. SUNET’s primary purpose is to
provide Swedish universities and colleges with access to national and international data
communication (https:/www.sunet.se/om-sunet/).



https://ju.se/en/responsibility
https://ju.se/helpdesk
https://www.sunet.se/om-sunet/

SUNET considers it unethical when a user:

Tries to access network resources or other IT resources without having the right to do that

Attempts to interfere with or disrupt the intended use of the networks or connected IT
resources

Attempts to damage or destroy computer-based information

Clearly misuses available resources (personnel, hardware, software)
Infringes on personal privacy

Tries to insult or offend others

Examples of unethical conduct include the illegal distribution of copyright-protected material or
installation of software

Penalties

Any breach of this contract of liability will result in the account being deactivated immediately and
the incident followed up.



